NORTHEASTERN TECHNI CAL COLLEGE
COURSE OUTLI NE

COURSE: PREFI X NO. | EFFECTI VE DATE | NEXT REVI EW DATE
AOT 196 | August 2007 | August 2008
I I
TI TLE: | CREDI TS | CONTACTS
|

| CLASS - LAB - TOTAL
O fice Confidentiality And
Security

PREREQUI SI TES: None.

DESCRI PTION:  This course is the study of |egal issues encountered
in the office environment to include accessibility,
i nterview ng, H PPA, and other rules as they apply to
specific types of offices. O fice security issues and basic
response to crisis are also revi ewed.

TEXTBOOK(S) OR ALTERNATI VE: Security Policies and Procedures,
Sari Stern Greene, Pearson, Prentice Hall, Upper Saddle
Ri ver, NJ, 2006.

MATERI ALS (specifying those to be purchased by student):
Text book

COLLATERAL READI NG No "extra" reading is required, but students
wi Il be asked to incorporate readi ng assi gnnents from ot her
courses into AOT 196.

CLASS MANAGEMENT ACTI VITIES (Attendance, tardies, testing, etc.):

ACADEM C HONESTY: During a test, as well as on any witten
assi gnnent, paper, or project, anyone determ ned to be
exchangi ng i nformati on or copying soneone else's work will be
given a grade of zero on that work and will face further
di sciplinary action. Collusion is defined as the
unaut hori zed col | aboration with any other person in preparing
work offered for credit. This, as well as plagiarism the
appropriation of any other person's work and the
unacknow edged i ncorporation of that work into one's own work
offered for credit, will also be subject to a grade of zero
on the work and further disciplinary action. Please refer to
t he Student Code Book, on Academ c Discipline and Honesty
section, pp. 27-28.

ABSENCES: Twenty percent (20% w |l be the maxi nrum anount

al | owned.
There are no excused absences except those verified by other
instructors for field trips or school-related assignnents. A
student with a doctor's excuse will be able to nake up m ssed
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wor k, but the absence is still counted toward the twenty
percent.

MAKE- UP TESTS: Makeup tests will be given at the discretion of
the instructor. This will require the student to give a
valid reason for mssing the test and should be requested in
advance. Any m ssed test will be put in the Success Center to

be made up. The test should be made up within one week upon
return or it may be dropped a letter grade.

TARDI ES: A student is tardy if he/she arrives for class after the

i nstructor has checked the class roll. Three tardies wll
count as one absence. Any student who shows up for class
nore than ten mnutes |late will be counted as absent for that

class. Any student who is tardy nore than eight tines wl|l
be dropped fromthe class.

ASSI GNED WORK: | f an assignnent is given to the class while a
student Is absent, he/she is required to turn in the work on
the first day back in class.

CLASSROOM ETI QUETTE: An integral part of an education is
devel oping a sense of integrity and responsibility not only
toward ourselves but also towards others. In the classroom
as on the job or in your honme, exhibiting appropriate
behavi or reflects on your maturity. Arriving late to cl ass,
bei ng unprepared, inappropriate talking while class is in
session, etc. negatively reflect on you and your fellow
students. Please be considerate. Renenber no food or drinks
are allowed in classroons. Cell phones should not be on
during cl ass.

STUDENT ID: It is Mandatory for students to wear his/her |ID badge
at all times on the Cheraw canpus. You nay get a tenporary
IDin the Student Services O fice.

DI SABI LI TI ES STATEMENT:

Students with disabilities are encouraged to contact the Vice
President for Student Services to discuss needs or concerns as
t hey pursue an acadeni c program and participate in canpus life.
The Vice President for Student Services will provide guidance
regardi ng official docunentation of disabilities and/or
accommodati on of needs. (See Catal og, Page 16).

RESOURCES ( A-V, persons, tools/equipnent):
Handout s
Practice sheets
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COURSE TOPI CAL OUTLI NE (List topics and sub-topics of course) and
Cal endar or approxinmate |ength of tinme devoted to topic.

Part One I ntroduction to Policy
Part Two I nformation Security Policy Domains
Part Three Regul atory Conpli ance
Appendi x A Resources for Information Security

Pr of essi onal s

Appendi x B Enpl oyee Informati on Security Policy
Affirmation

OBJECTI VES OF COURSE

1. Under st and and be able to define policies ainmed at protecting
information in the contenporary office.

2. Identify goals in devel oping and i npl ementing information
security policies.

3. Under st and, inplenment, and conply with appropriate personnel
security practices.

4. Under st and and conply with asset classification policies and
practi ces.

5. Under st and and i npl enent physical and environnental security

policies, including threats to conputers and networks.

6. Under st and and i npl enent key portions of the | SO Code of
Practice for Information Security Managenent.

| NSTRUCTI ONAL METHODS TO COVPLETE OBJECTI VES:

I ndi vi dual and group work with the instructor's gui dance and
assi stance to conplete the objectives as stated previously.

EVALUATI VE METHODS TO APPRAI SE OBJECTI VES:

Test s 80%
Cl asswor k/ Homewor k 20%

GRADI NG SCALE

93 - 100 = A
85 - 92 =B
77 - 84 =C
70 - 76 =D
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Bel ow 70 = F



